IncTpykuisa kopucryBaua

NpH BUKOPUCTaHHI mporpaMmHoro komiuiekcy Bl TeWebCrypt

[Tporpamuuii komruiekc BITeWebCrypt (nami nporpamumii KoMInieke) 3ade3mneuye
poboty TokeHniB, HociiB EIIIl, BupoOununrea TOB «ABTOp» Ta BUIaBHUIITBA
ykpaincbkux ALICK 3 ocHOBHUMU cydyacHUMU BeO-Opay3epamu.

Jns pobOTH MPOrpaMHOTO KOMIUIEKCY HEOOXiIHO BCTAHOBUTH BIPTyalbHY
mamuHy Java SE 8 ab6o HoBimry (o0 BCTaHOBUTH TEPEHAITh 3a MOCHUIAHHSIM

https://java.com), a Tako) BCTaHOBUTH KopeHeBuil ceprudikar fbp.com.ua mis
KOpPEKTHOI poOOTH 3 3axuilieHnM 3 egqHanHasM HTTPS.

|. Jlnsa po6oTm 3 6payzepamu Internet Explorer, Chrome, Opera:

1. 3aBanTaxxutu KopeHeBuil ceprudikar fop.com.ua.
2. Binkputu ioro.

CepTudmxar T ™| ﬂ- I&"

Ofwwe | Cocras | Myt ceprudmkatym |

E Ceegenna o cepTumKaTe

IToT cepTdMKaT NpeHasHaAYaeTCA OnA:

* Bre NONUTIKK BbIEHM
* Bre MONWUTIKK NPMMEHEHMA

KoMy BeiOgan: CA-fbp.com.ua

Kem Boigan: CA-fbp.com.ua

Oewcrentenen ¢ 17, 03, 2017 mo 17, 03, 2037
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3. Harucuytu «BcranoButu ceptudikary.



https://java.com/

-

L

MacTrep vMmnopTa cepTvdnkaTce

Mactep nmnopta cepTudpmnKaTos

CEpTHDMKAT, BelASHHEIM LEHTPOM CEPTHEMKALIAN,
ABNAETCA NOATEEMHAEHWEM BALWEN NMYHOCTI 1
COOEPHMT MHPOPMALIKD, HEOBXOAMMYKD ANA SEWMTEI
OEHHEIX MK YCTAHOBNEHWA 3ALLMILEHHEIX CETEBEIX
NOAKMKDYEHWA, XPaHUNWLLE CepTHAIMKETOR - 3TO
0fNacTe CUCTEMEl, MPEAHAZHAYEHHAA 0NA XPAHEHWA

CEPTHMHMKETOE.

A NA MpoAQMTKEHNA HEHMWTE KHoMKY “anee”,

3TOT MACTEP NOMOTEET KOMMPOESTE CEPTUgMKATEI,
CNWCKK AOEEPWA M CTMCKK OT3bIES CEPTHDMKETOE C
NOKANEHOrD AWCKS B XPaHMIHWE cepTHhHKaTOE,

Janee = ] [ OTMeHa ]

Hartucuytu «/lami»

-

MacTep wmnopTa cepTdUKATOE

S

XpaHwauwe ceprudukaros

XpaHUNWLLE CepTHHMKATOR - 3TO CUCTEMHEIE 0BNACTH, B KOTOPEIX

MPEHATCA CEPTUOMKATEI.

BbiGop XPaHMAWLLE MOET BbiTe NpoMsEeneH Windows aBTOMETHYECKM, UMW He

MOMHD YKE38Th PASMELLEHME CEDTUOMKATE BOYHHYIO,

(7) ABTOMATHYECKM BEIBDATE XPEHUMAMILE HA OCHOBE TWNAa CepTUdMKATA

(@) TloMecTMTE BCe cepTMOMKATH B CNEAYIWES XDaHMIMLLE;

XpPEHUNMLLE CEPTUDMKATOE:

HDHDDEHEE 0 XDEHWUNMWLEX CEDTHDMKATOE

< Hasan ][ lanee = ] [ OTMeHa




5. O6paru «IlomicTuTH BCl cepTU(PIKATH Yy HACTYIIHE CXOBUIIE» Ta HATUCHYTU
«Orisimy»

- ™
BriBop xpanunuwa cepTudukata ﬁ

BeiGEpMTE ¥PEHMNWLILE CEPTHDMKATOR,

| Tiuroe -
o EEem———_
-] [loBepuTensHsIE OTHOWEHIA & Npeanpr
-] MpoMesyTouHEIE LEHTPLI CEpTHdMKaLIA
-] losepenbie usaaTeni

... " FenTuhiakaThl W KATANKM HET 1ARGEMALY
1| 1] [ 3

[ MorazaTe dHzMueckMe XpaHAIMLE

[ Ok ] [ OTMeHa ]

b

6. OOpatu «/loBipeHi KopeHeBi eHTpH cepTudikaiii» Ta HaTUCHYTH «OK».

-
MacTep vMmnopTa cCEpTMDUKATOE . ﬁ

XpaHwnuwe cepridukaros

XpPEHUNMLLE CEPTUDMKATOR - 3TO CUCTEMHEIE 0ONACTH, B KOTOPEIX
XPEHATCA CEPTUOMKATEL

BrIDOp XPEHMMMLLA MOXET DbITe NpoMzEeaeH WiNndows SBTOMETHUUECKI, UM e
MOMHOD YKE33TE PASMELLEHME CEDTUQMKATE BDYHHYIO,

() ABTOMETHHECKM BRIBPETE XPEHMMHLLE Ha OCHOBE THNa CEpTHMKETA
(@ NoMECTWTL BCE CRPTUHMKATDI B CNEAYHILLEE XPaHUIHLLE I

XPEHANKLLE CEPTUDMKETOE:

JoBepeHHEIE KOPHEBEIE LEHTPEI CEpTHEMKELMIA L

HDHDOEHEE 0 XDAHWIMWAX CEDTHDMKSTOE

< Hazan ][ Qdanee > ] [ OTMeHa 1

L

7. Harucuytu «/lami» ta «I"'oTOBOY.




i ™y
Mpegynpexaeque o Ge3ocnacHocTH

lNoToBuTCA yoTaHoBKa cepTwdukata oT uenTpa ceptndmraunn (LC) 8
l Y 3ITOM GOMEHE:

CA-fbp.com.ua

He yaaeTca npoBepnTe, YTo cepTHgMKaT NPUHALNERHT
"ChA-fbp.com.ua". Obpatutecs k "CA-fbp.com.ua” n nogreepanTte ero
npowncoxaedne. Cnegyrowme yncna ByayT nonesHel 40 JaHHOTO
npouecca:

Orneuartok (shal) : 44045580 48B1974E 9CF169DE AGE4ASTC 4A597417

Mpegynpexgeqne

Ecnw ycTaHoBWTe AaHHBIR kopHesoil cepTudnkar, To Windows

| AETOMATHUYECKW ByaeT AoBEpATE NHoBOMY CepTUgMKATY, BEIAZHHOMY
UC. ¥cranoska ceprndinkaTta Bes oTNEYATKE MOXET NPHRBECTIH K PHCKY
GesonacHocTh. "[a" yKasblBaeT, 4To pHCK NPHUHWM3ETCA.

i ¥ cTaHoBWTE AaHHBIA cepTUgMKaT?

L

8. HOI‘OIII/ITHCH 3 IIOIICPCIKCHHAM Td HATUCHYTHU «Tax»

MacTep wmnopTta cepTMdUKATOR ﬁ

| MMnopT ycnew e BeINCAHEH.

9. Harucaytu «OK»
10. Ilepe3aBanTakutu Opay3ep, Temep BiH TOTOBUH 10 pOOOTH 3 TPOTrPAMHUM
KOMILIEKCOM.

Il. Jost podoTH 3 Opay3epamu 10 MAKOTH BJIACHE CXOBHIIE
ceprudikaTtin (Firefox):

1. Binkputu «HanamryBanus» «JlogatkoBi» «CepTudikaTiy



,-"/ L Hactpoiikn x\+

(- ) Firefox - about:preferences®advanced ¢ || Q Moucx ﬁ’ B 4+ @ @

ﬂ,OI'IOJ'I HUTE/IbHbIE
Obwwme Beibop AaHHbix CeTb OBHOBNEHWA CepTudukaThb
3anpocui

Koraa cepsep 3anpallvBaeT AMUHLIA cepTUdWKaT:
OTnpaBnaTb aBTOMaTUUecKV

@ CnpawveaTs Kaxabi pas

v | 3anpawweatb y OCSP-cepBep0oB NOATBEPXKAEHME TEKYLLETO CTaTyca CepTUOUKATOB
JlonoaHuTeNbHbIE

MpocMoTp cepTudmrKaTos YcTpoicTea 3amThl

m

2. Harucnytu «Ilepermsaa ceprudikatiBy ta oopatu «lLlentpu ceprudikaiii»

.
y # Hacrpoiiku x\+

L= Elg

6 ) Firefox - about:preferences#advanced
¥npaenenue ceptngukatamm

Baww cepTudukatsl Noan Cepeepsl LleHTpbl cepTudurkaummn Apyrue

Y Bac XpaHATCA CePTUOWKATEI, CIYKALLME ANA MAEHTMOMKALMK CIefyHLLINY LIEHTPOB CePTUGMKALIMM:

Wma ceptudmkata YCTpPOACTED 2aLLMTEl
aAC Camerfirma 5.A,
Chambers of Commerce Root - 2008 Builtin Object Token
Global Chambersign Root - 2008 Builtin Object Token
aAC Camerfirma SA CIF AB2743287
Chambers of Commerce Root Builtin Object Teken
Global Chambersign Root Builtin Object Token
aACCY

MpocmoTpeTs... MzMeHWTE LOBEPME... WMMnopTUpoBaTs... SKCOOPTUPOBATE...

%

3. Hatucnyrtu «ImnoptyBatu» Ta 006pat ceptudikar.




r ™
@ BuiSepure ana uMnopTa ailn, cogepxallnil cepTUgMKAT LeHTpa ﬁ

—— = * - —
@ut| .« [flokaneHet gack (C:) » ca - ‘¢f| | Mowck: ca o |
YnopagounTe * Hoean nanka ==« [l @
& 3arpysku i ran JaTta nsmeHeHWA Tun
_‘ HeaasHne mecta
||$| CA-fbp.com.ua.cer 17.03.2017 16:05 CepTudnrar
Pl PaBounii cton
- BuBanoTeku
gﬂ Subversion E
B Bugeo
@ JokymeHTsl
[ VzoBpakeHnn
@l Myssika B
1M Komnstotep
I & NeokaneHell guce I
—a {lokaneHeli guck
2 edo (\edo-serve
8 user (iserverp) [ T 4 | L] | *
I Wma daiina: CA-fbp.com.ua.cer - [ﬂ)aﬁnbl cepTudmkatos (*.plh;™. V] I
[ OTKpEITE |v] [ OTmeHa ]
||

e

BCTaHOBI/ITH IIO3HAYKU K Ha MaJ'IIOHI(y Ta HaTI/ICHyTI/I «OK»
T — ) |

-
3arpyska cepTrgukaTa

Bam npegnaratoT goeepATE HOBOMY LeHTRY cepTdumranmn (CA].

Bel xotute goeepate «CA-fbp.com.uas gna cnegytowime HasHadeHniA?
Joeepate npn naeHTdMKaLMK Bet-calTos,
[ JoeepATe NPy MAEHTWGUEILNN NONB3CEATENER INELTPOHHOA NoYTEIL

JoBepATe NpY MAEHTWGUKILMKW NPONSECANTENER NpOrpaMMHOre cBecnedeHna,

Mepes TeM, KaK ONPESENNTECA C AOBEQUEM K ITOMY LEHTRY, PEKOMEHAYETCA NPOEERUTE EMO
CEPTMMKAT, NOAWTHEY W NPCoUEsypEl (ECAK BOZMOHHD).

MpoeepuTe cepTdUKaT LeHTpa

[ QK ]| CTraeHa |




/# Hactpoiikn x\+

(' © Firefox about:preferences¥advanced c Q Moucx ﬁ E 2 3 # @ =
¥npaenenuwe ceprngnkatamm S
Baww ceptudmkati Mogw Cepeepesl LieHTpsl cepTmdmkaummn Opyrue

Y Bac xpaHATCA CepTUdMKATL., CIyKalume AR MASHTUdWKALWKY CISAYHOLLIAX UEHTPOE cepTMdUKaLAm:

Wma cepTudmkata YCTpoACTED 2alLMUTLI =]
aBuypass A5-983163327 0
Buypass Class 2 Root CA Builtin Object Token
Buypass Class 3 Root CA Builtin Object Token o
CA-fbp.com.ua Mogyne sawmTe
aCertinomis
Certinomis - Autorité Racine Builtin Object Token
Certinomis - Root CA Builtin Object Token
aCertplus
Class 2 Primary CA Builtin Object Token e

M2MeHUTE JoBEpUE... MMNopTUPOEaTS... S3KCNOPTUPOBRATE... NUTE MAW HE AOBEPAT...

OK

5. Ilepe3aBanTaxkutu Opaysep, Terep BiH TOTOBUM 0 pOOOTH 3 TPOTPAMHUM
KOMILIEKCOM.



I11. [lnist Opay3epiB 1110 BUKOPHCTOBYIOTH Proxy-cepBep AJsi BUXO1Y
B IHTepHeT HEOOXIIHO BIEBHUTHCS 1110 Proxy-cepBep He
BHKOPHMCTOBYETHCS ISl JIOKAJIBHUX aJipec:

1. B Opaysepi Internet Explorer Binkputu «HanamryBauusy «ITigKIr04eHHD

Ceoiictea bpayzepa @I&J

OfLme | Be3onacHoCTh I KoHDMAEHUMENEHOCTE

Cogep#aHue | MofkmoqYeHA | MporpamMmsl I JononHUTEensHD

.
AnA ycTaHoBKM NOAKMKYEHIMA KOMABKTEDE YCTaHOBMTE

K MHTEQHETY WEMKHWUTE 3TY KHOMKY.

HacTpoiika KoMMYTUDYEMOrD COEOMHEHIA 1M BUDTYaNEHBIX

YSCTHBEIX CETER
AobaBuTh. ..
AobaenTe VPM. ..

¥Yaanite...

LLlenKHWTE KHOMKY "HacTpolka™ ANA HACTpokK HacTpoiika
NpOKCM-CEPBEPa ANA 3TOMD NOAKMDYEHHA,

HacTpolika NapaMeTpoE NOKaNEHOR CETH

MapaMETPEl NOKENEHDA CETH HE MPUMMEHAKITCA
ANA NOAKMDYEHWA YAaNEHHOrD gocTyna. Ana
HACTPOMKI KOMMYTUPYEMOr D COSAMHEHIA
LENKHUTE KHOMKY "HacTpoika ™,
PECMONHEHHYHD BEIWE,

0K ] [ OTMeHa MpUMEHKTE




2. Hatucnytu «HanamryBaHHS MEpexi»

F -
HacTpoiika napameTpos AOKaAbHOH CETH lﬂ

ABTOMaTHYECKAA HEL‘FDDHKE

YTofbl MCNONB30BATE YCTAHOBNEHHKIE BDYYHYHD MapPaMETDbI,
OTKMOYUTE AETOMETHUHECKYHD HACTPOMKY.

ABTOMaTMYECKDE ONPELENEHWE NEPAMETPOE

[] MicronesoBaTE CLUEHEPHI AETOMETMHECKON HACTPOMKMN

Mpokcu-cepsep

Mnoas30BaTh NPOKOM-CEPEER ANA NOKANEHEIX NOAKMOYEHMA [He
MPUMEHAETCA ANA KOMMYTUDYEME MK VPN -N0LKIoUeHMi).

Apgpect  192.188.1.1 Mopr: 8080) LononHuTensHo

He MmonbsoBaTe NPOKOM-CEPEED ANA NOKANEHEIX 3APECoB

[ (8],% ] [ OTMeHa ]

L

3. BrneBnuTHCs 110 BigMiueHe rajgoukoro «He BUKOpHCTOBYBaTH proXy-cepBep

AJI1 JIOKAJIBHUX aJIPECH .



